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Research File Service (RFS) Guide
Introduction and useful Information:

This is a guide intended for users who already own, or plan to request, RFS project storage. In this
document you will be shown how to:

- Request RFS storage space

- Connect to your RFS project storage

- Add and remove additional users (both Oxford users and external guests)

- Check available space on your RFS project

- Restore files from previous versions

Useful links:
RES Self-Service Portal (add and remove users)
RFS File Management Portal (web access to files)
OSM (Where to request storage) — please search for ‘RFS’ to find the RFS Service Request
Oxford VPN Help (when not within the University network)

Useful information:

- The Self-Service Portal does not work on Safari. Please consider using Chrome or Firefox to
access it

- CONNECT accounts have been replaced with your regular Oxford SSO Credentials

Requesting Research File Service storage

Only request storage for the data that you are in possession of. You can easily increase this
allocation once you have more data, using the same service request on OSM.

1. Visit OSM and search for ‘RFS’. Select the Research File Service (RFS) service request

(shown below).
Kervice Catalogue \

Popular items

Research File Service (RFS)

juest age 3 research project wi...
2 days - Estimated Fulfilment

. /
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2. Inthe Type of Request dropdown (shown below), select Request New RFS Project Storage

ﬁof request: * \
| d

Request new RFS project storage

Close down existing RFS project storage
Change existing RFS project storage allocation
Change RFS end date

Change RFS owner

Add new RFS user

Q‘nove RFS user /

3. Complete the form. You will be asked to provide:

A project name

A Pl email and one owner email (we ask for two owners in case one leaves or is absent)
A department to associate the project with

Local ITSS contact details (NOT RFS contact details)

Storage values forimmediate and predicted needs

A project expiry date (a date which you agree to remove all data from RFS)

4. Within three days, you will receive an email to confirm your RFS project storage creation.

Connect to your RFS project storage

There are two ways to access files in your RFS project:

- Mounting RFS storage through your file explorer (as an SMB share)

- Accessing files via the web browser (RFS File Management Portal)

Connecting to RFS storage via the Oxford VPN

If you are connecting to your RFS storage from outside of the University network (e.g. at home or on
site), you will need to connect using the Oxford Virtual Private Network (VPN). Instructions on how to
register and connect to the Oxford VPN can be found at https://help.it.ox.ac.uk/vpn. Please note that
you will still need to connect to the Oxford VPN if you are using eduroam as your network.

Mapping a drive to your RFS project
Instructions on how to map your RFS project storage for Windows, Mac and Linux clients can be
found on the IT Services website https://help.it.ox.ac.uk/map-connect-drives . You will now use
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your university SSO credentials to map RFS via SMB, see details for each Operating System (OS)
below.

For Windows:

1. Inthe File Explorer, click on This PC in the left hand panel. Press Map network drive, found in the
ribbon. In the Folder text box, enter \\connect.ox.ac.uk\RFS. RFS should be mapped to the R:
drive if possible, as shown below. Tick Connect using different credentials and press Finish. Be
careful at this step notto mixup \ and /.

L Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: R: (\\connect.ox.ac.uk\RFS)

Folder: \\connect.ox.ac.ul\RFS v Browse...
Example: \\server\share
[JReconnect at sign-in

[ Connect using different credentials

nnect to a website that you can use to store your documents and pictures.

2. Inthe dialog box, ensure the domain does not show CONNECT. It may show this if you have
previously connected to RFS using your CONNECT credentials. If it does show this, select Use a
different account.


file://///connect.ox.ac.uk/RFS
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3. Enter SSO@ox.ac.uk followed by your Oxford password. Your SSO is your Oxford username (e.g.
abcd1234). Enter the password you set you use for SSO. RFS in the File Explorer should open
after this step. The domain for your username will always be ox.ac.uk. Leave Remember my
credentials unticked as your SSO password will expire once a year, and login will fail once this
happens. Additionally, it is recommended for security reasons that you do not leave RFS logged
in.

o -

1] . -
Windows Secur
¥ windows Security s ity

Enter network credentials Enter network credentials

Enter your credentials to connect to: connect.ox.ac.uk Enter your credentials to connect to: connect.ox.ac.uk

Username Username

Username abcd1234@ox.ac.uk

Password Password

Password ssssssessssssnsee

Domain: CONNECT Domain: ox.ac.uk

Remember my credentials | | Remember my credentials

Mare choices More choices

I . Use a different account | . Use a different account

Connect a smart card Connect a smart card

No valid certificates were found on this smart card No valid certificates were found on this smart card
=i
Please try another smart card or contact your Please try another smart card or contact your

administrator. administrator.




29 September 2025

For MacOS:
1. Inthe Finder, select Go. Click Connect to server

‘Finder File Edit View Go Window Help

= Connect to Server...

1. Inthe dialog box, enter smb://connect.ox.ac.uk/RFS

(( Connect to Server \

[ smb://connect.ox.ac.uk/RFS

Favourite Servers:

\EEE (G

2. Enter your SSO credentials in the format shown below, when prompted. Your RFS project
folder should now open.
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Enter your name and password for the server
“connect.ox.ac.uk”.

3 Connect As: Guest
© Registered User
Name: | AD-OAK\abcd1234

Password:

Remember this password in my keychain

K Cancel

For Linux:
(example Ubuntu, Nautilus file browser)
1. From the sidebar, open the file browser

- Open File.Browser - . -_\: SR

2. Inthe dialog box, enter smb://connect.ox.ac.uk/RFS . Be careful not to confuse \ and /
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+ Other Locations

2 Recent On This Computer

* Starred . Sl 453.4 GB / 499.7 GB available
{4t Home
D Desktop

@ Documents
B

Networks

$ Downloads

1 Music

@ Pict . Windows Network
ictures

B Videos

® Trash

VT 1. Click here

2. Add address for RFS folder and connect

smb://connect.ox.ac.uk/RFS

(= Authentication Required

Enter user and password for share “rfs” on “connect.ox.ac.uk”:
Connect As Anonymous

® Registered User
Username  sso_username
Domain  ox.ac.uk
Password ........l............4
Forget password immediately

® Remember password until you logout

Remember forever

: > __
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4. RFS will appear on the left-hand side in the File Browser

Files = {3t Home H Q

O Recent

% Starred ‘ - - - - .

Desktop Documents Downloads miniconda3 Music Pictures

{3} Home

e B B BB

[® Documents Public snap Templates Videos

$ Downloads
J1 Music

&) Pictures
H Videos

® Trash [N
B rfsoncon... 4 RFS folder accessable here

+ Other Locations

Via the file management portal:

Besides SMB, RFS files can be accessed and managed through the RES File Management Portal.
External guests will only be able to access RFS files through this space. You may use the RFS File
Management Portal to upload new files, as well as organise and manage older files.

Adding and removing additional users

Accessing RFS via SMB from within the University network will likely give the best
performance/speed for data transfer

Access through the web portal is the only access option for external guests

There is no longer a requirement to use OSM to request new users for your RFS project.
Owners can now add users directly to their projects using the RFS Self-Service Portal.

The requirement to add new owners to a project however does still require filling out a
form on OSM.

Owners must ensure that access is revoked PROMPTLY when staff or students no
longer require access to the project data, for example due to leaving the University or
changing roles. and that all access permissions are reviewed on at least an annual basis.

Adding Internal Users (Oxford Users):

1. Inthe RFS Self-Service Portal, click on settings on the left-hand pane
2. Tick the checkbox next to the ‘Show objects owned by inheritance or secondary ownership’
option, and press save in the bottom right.
3. Press Home of the left-hand pane. Select RFS Resource Management. This should list the
RW (read/write) and RO (read-only) permission groups associated with all your projects.
o Read/Write permissions allow users to upload, delete, and edit files
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o Read/Only permissions only allow users to view files

#A Home \

4. Tick the checkbox next to the permission group you wish to add the user to. On the right hand
side of the screen, a panel with some further options should appear. From here, select

Members

1. Tick checkbox /\ 2, select ‘Members' -

5. Onthis page, you will see a list of users within this permission group. Press the + Add button,
and a dialog box will appear.
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6. Inthe Search In dropdown in the top right, press Choose container to search and add the
ad.oak.ox.ac.uk list of users to your list of search options. Always search this domain. If
connect.ox.ac.uk appears, untick this domain.

fsa/tmowm \
- Search in: connect.ox.ac. uk v n v

Name - Type Fd connect.ox.ac.uk

Choose container to search

Awse for Objects

» 3 Managed Units

v [ Active Directory

» @i ad.oak.ox.ac.uk

\_ L ox |

7. Enter the SSO of the user you wish to add to your group. If they have an SSO account, they will
appear in this list. Select the checkbox next to the user, and press OK. The user will be added
to your project

Automatic screen locking after a defined period of inactivity must be configured on any end-user
device used to access the service, including any self-managed systems. Users should not rely

solely on this to protect access to data and should lock the screen manually or log out whenever
leaving systems unattended.

Adding users: External guests (non-Oxford users)

Owners must ensure that access is only granted to external users where necessary and
revoked PROMPTLY when access in no longer required to the project data

External user access must NOT be given to Oxford University accounts, or external
accounts linked to Oxford University users.

Owners are responsible for ensuring that all access permissions are reviewed on at least
an annual basis.

External user access and permission management is granted from the RFS Self-Service
Portal. Ensure you are connected to the University network or have the Oxford VPN active.
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1. Select RFS Guest Management on the Self-Service Portal homepage.

g RFS Resource '.'1(:.‘(:.’.,“{N‘HI‘I g RFS Gueslt N1(l'|(l§‘,s—:y||““|

2. From here, select New RFS Guest on the right side of the page.

© Active Roles 8.1 ~ JAl

» 773 External Guest Users

New RFS Guest
v
Qpires /

3. Fillin the guest details. Be wary that in this section, the text entry boxes are case sensitive. In
this area you are asked to add in primary and secondary owners for the guest account. These are
the Pl and one of the owners of the project (your email if you are not the PI). Although not
mandatory, it is good practice to add a secondary owner in case the manager for the guest
account is not available to amend the account permissions. Additionally, although not mandatory,
it is also good practice to set an account expiry date, to ensure the guest does not have access to
your data for longer than needed.

4. Click Finish on the bottom right-hand corner and wait for the pop-up box to disappear. This can
take up to two minutes, do not close the page while the system is provisioning the account. It
can take up to two hours for an invite to arrive in a guest’s mailbox. Please ask your guest to check
their spam/junk folders if they can’t see it within this time.

5. Once the guest account is set up, you see a list of guest accounts you have invited. Tick the

checkbox on the left of the DisplayName column and then press Member Of on the right-hand
side of the screen
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s

‘1\- OXFORD Research File Service

© ActiveRoles 8.1 ~

ﬁ External Guest U o

v = testguest@mydomain.com

Q &

Delete

2 28—
Help

Display Name
Settings

accountExpires

General Properties

» 13 External Guest Users

New RFS Guest /

Press Add and then search for the project group you wish to add the user to. The search field
here is case sensitive, so be sure to type out the project name exactly as it appears in RFS.
Press the checkbox next to the project name to select it. If you wish to restrict access to the group
to a fixed period, hit Temporary Access in the bottom left corner, otherwise click OK.

Name Type

Description

O & RFS-RD-Bilal_Test-RO

Group connect.ox.ac.uk\RFS\Bilal_Test

\\connect.ox.ac.uk\RFS\Bilal_Test

x RFS-RD-Bilal_Test-RW

o

7. Your guest now has access to the project group you selected. They can access files stored in RFS

by visiting the RFS File Management Portal (web portal) and signing in with their email and multi
factor authentication, set up in the sign-up process.
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Resending an invite to external guests

If an external guest has not received the Oxford Nexus invitation to setup their account, you are able
to resend the invitation. To do this you will need to:

Connect to the Oxford VPN if not on site

Visit the RFS Self Service Portal and log in using your SSO Credentials

Select RFS Guest Management

Select the guest you wish to resend the invite to by clicking once on their name

In the resulting pop-up, under the RFS Guest Status dropdown field, select Resend Invite

Press Save and wait for the pop-up to close. The invite has how been re-sent. It can take up to
two hours for a guest to receive the invitation. Please ask them to check their junk/spam folders
for the invite. The subject line on the invite will say ‘Nexus365 has invited you to access
applications within their organisation’.

o0k wd=

View your RFS storage space quota

Only use this method to view your RFS storage quota. Any other method of viewing available
storage will likely provide an inaccurate figure. If your file explorer shows you an incorrect
storage quota, do not panic, please check your allocation using the steps below.

You can view your storage allocation and quota usage in the RFS Self-Service Portal.

1. Inthe RFS Self-Service Portal, click on settings on the left-hand pane

2. Tick the checkbox next to the ‘Show objects owned by inheritance or secondary ownership’
option, and press save in the bottom right.

3. Open Chrome/Firefox and navigate to https://self-service.rfs.ox.ac.uk (onthe University
network, or with the University VPN active)

4. Enter your SSO credentials to sign in

5. Once you are on the home page, click RFS Resource Management

\

6. Allow the resources page to load then select the Resource Group you want to check. Identical
quota information will be displayed for both the RW and RO groups for each project, so you
may double click either.
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7. You will find the Project Name, Project End Date, Quota Used and Quota Limit fields in the
Group Properties along with your storage network address (RFS UNC Path) and Cost Centre.

g’:—J RFS-RD-research_support-RW

Project Name:

research_support

RFS UNC Path:
connect.ox.ac.uk\RFS\research_support
* RFS Cost Centre: @
Not known
* RFS Project End Date: @
Tuesday ,June 30,2026 12:00:00 am
RFS Quota Used:

9.12Gb

* RFS Quota Limit: @

100Gb

Keywords:

research_support

Restoring files or folders from a previous version

On Windows, it is possible to retrieve and restore previous versions of files or folders from a snapshot
of your RFS projects taken at 09:00, 12:00 and 15:00 every weekday (not on Saturdays or Sundays).
Snapshots are retained for five days, dependant on size. When the previous versions storage limit is
reached, the oldest previous versions are deleted to make room for newer versions to be saved. After
a version is deleted, it cannot be retrieved. Previous versions should not be considered a replacement
for creating regular backups.

Windows users can restore files or folder themselves.
Mac or Linux users should email rfs-help@it.ox.ac.uk, stating which date and time the restored file or
folder is required from.

To restore files or folders using Windows Shadow Copies (previous versions):

1. On the File Explorer, right click on the folder you want to restore from, then click Properties
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2. Click onthe Previous Versions tab. A list of previous versions of this folder or file will appear.

General Securty Previous Versions DFS  Customise

Al Previous versions come from File History or from
o restore points.

Folder versions:

Name Date modified

v Today

Collaboration files 16/03/2023 15:00

Collaboration files 16/03/2023 12:00
Collaboration files 16/03/2023 09:00
v Yesterday
Callabhacstbinem Sila- 18/00 /701 18.,A0
OK Cancel

3. Select the version you want to restore. If you are unsure which file version is the one you wish to
restore to, click Open to view the files. You can copy a single file from the Previous Versions
window (which has a time stamp) and paste it into the current version of the same folder. If there
is a file of the same name in that folder, this version will overwrite it.

JamesBond Properties

General PreviousVersions DFS  Customise
T Previous versions come from shadow copies, which are
v saved automatically to your computer's hard disk
Folder versions:
Name Date modified &
v Today (3)
“* JamesBond 31/03/2023 15:00
#* JamesBond 31/03/2023 12:00
¢ JamesBond 31/03/2023 09:00
“ Yesterday (3)
& JamesBond 30/03/2023 15:01
&+ lamacRAnAd AN/N2/7N22 17NN ¥
< >

Open |w Restore |w

15
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4. If you select the Restore option, it will overwrite ALL the existing data in the selected folder with
the previous version.
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